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 Introduction to the s120_nrf51822 release notes
These release notes describe the changes in the s120_nrf51822 from version to version.

This is how the document is laid out:

There is one main section per new version of the s120_nrf51822.  This section will describe the changes from the previous version.
Within each main section, there are sections for:

Bugfixes
Changes
New functionality
Limitations
Known issues

The release notes are intended to list all relevant changes in a given version.  They are kept brief, to make it easy to get the overview.  More
details regarding changes and new features may be available in the s120_nrf51822 migration document.

Copyright (c) 2014 Nordic Semiconductor ASA.  All rights reserved.

s120_nrf51822_1.0.1

This version contains minor internal bug fixes. There are no changes in the functionality and the API remains



unchanged. This version deprecates version 1.0.0 of the S120 SoftDevice.

Bugfixes

GATTS
The   member of the   structure for a   event nowconn_handle ble_gatts_evt_t BLE_GATTS_EVT_SYS_ATTR_MISSING
contains a valid connection handle (DRGN-4501).

GAP
Fixed an issue where a call to the API  followed immediately by sd_ble_gap_conn_param_update sd_ble_gap_disconne

 when an ongoing encryption procedure is about to finish will cause as assert (DRGN-4505)ct
SoftDevice

Fixed an issue that prevented ECB and CCM_AAR interrupts from being forwarded when SoftDevice is disabled (DRGN-4241).

Changes

SoftDevice
 License information in public header files (API) updated (DRGN-4613).

New functionality

None

Limitations

SoftDevice
If Radio Notifications are enabled, flash write and flash erase operations initiated through the SoftDevice API will be notified to
the application as Radio Events (FORT-809).
Synthesized low frequency clock source is not tested or intended for use with BLE stack.

DCDC converter operation controlled by the SoftDevice may interfere with radio function.  As a result,   nrf_power_dcdc_mode
should not be modified by the application.  The mode must not be set to   or NRF_POWER_DCDC_MODE_AUTOMATIC NRF_POWER_

 at any time (DRGN-2420).DCDC_MODE_ON

BLE
All BLE layers (GAP, GATTC and GATTS) are restricted to queuing no more than   system Tx packet and   application Txone one
packet  . Because of this limitation, any API calls that require a system packet to be sent out may return per link NRF_ERROR_BU

 to the application. Since the SoftDevice does not inform the application when the system packet is again available, theSY
application must simply retry (potentially with a timer) until the call succeeds (DRGN-4213).

GAP
Security and connection parameter update procedures may time out locally or on the peer if multiple procedures have been
started at the same time. This is due to the sequential execution nature of control procedures in the S120 SoftDevice and the fact
that they can take a significant number of connection events to complete. With high connection intervals the amount of time
required to perform those procedures approaches the timeout values set by the specification (DRGN-3597).
Security: A peripheral's Security Request can only be responded to by initiating pairing or ignoring the request (DRGN-3954).

GATTS
To conform to the Bluetooth specification there shall not be a secondary service that is not referenced somehow by a primary
service. The SoftDevice does not enforce this (DRGN-906, DRGN-2695).

Known Issues

GAP
Using the   constant when scanning ( ) or connecting (BLE_GAP_SCAN_INTERVAL_MIN sd_ble_gap_scan_start() sd_ble_g

) will prevent the SoftDevice from performing any scanning and therefore receiving any advertising reports. Use ap_connect()
 or higher instead BLE_GAP_SCAN_INTERVAL_MIN+1 (DRGN-4050).

Master Boot Record
SD_MBR_COMMAND_COPY_BL will not work when CLENR0 in UICR is set so that the Bootloader is in CodeRegion1.



s120_nrf51822_1.0.0
This release contains multilink improvements, new features and various changes and bugfixes, see details below.

This SoftDevice release has internal changes that requires that the SoftDevice is programmed onto the chip in a specific way.  The following
Nordic tools handle this:

nrfjprog version 5.0.1 or higher
nRFgo Studio version 1.17.0 or higher.

 If you have these updated tools, programming can be done as usual.  If these tools are not available, a separate programming tool will be
distributed with the release.

Bugfixes

Link layer
SVC handler now checks SPSEL and will use the Process Stack Pointer ( ) if .  Previously the SVC handler onlyPSP SPSEL=1
supported the use of the Main Stack Pointer ( ) and using the  would result in undefined behavior (NRFFOETT-317,MSP PSP
NRFFOETT-426, FORT-787).
Fixed hard fault handler issue that could corrupt the  register or give invalid return address if hard fault triggered whenLR
SoftDevice was disabled (NRFFOETT-478, FORT-793).
ECB, CCM and AAR peripherals are now properly reset at SoftDevice enable (DRGN-3305, FORT-797).
Fixed an issue which could lead to accepting packets with MIC failure, or incorrectly disconnect due to MIC failure (DRGN-3177).
Fixed an issue where the VERSION_IND procedure could cause links to be disconnected (DRGN-3926).
Fixed issue where control procedures initiated from master and slave simultaneously could trigger an assert (DRGN-3945).
Fixed an issue where, under certain conditions, a call to  could remain blocked until the next scansd_ble_gap_scan_stop()
interval (DRGN-3936).
Fixed an issue where, under certain conditions, and especially with heavy data traffic ongoing, an encryption procedure could fail
leading to a disconnection (DRGN-3880).

GAP
Directed advertising packets not matching the scanner's address are now ignored and not forwarded up to the application
(DRGN-4047, NRFFOETT-764).
Security: Fixed an issue where the SoftDevice would assert if sd_ble_gap_sec_params_reply() was called after disconnect
(DRGN-3129).
Security: Fixed the cause of a possible assert during the pairing procedure (DRGN-3756, DRGN-3371, DRGN-3320).
Security: Starting encryption while sending data packets at the same time can no longer cause the encryption procedure to fail
and disconnect the link (DRGN-4084).
Security: Pending Security Requests from peripherals no longer prevent the central from initiating authentication procedures on
other links (DRGN-4134).

GATTS
Fixed an issue where the SoftDevice would sometimes assert if the peer disconnected during the Write Long Characteristic
Values and Reliable Writes procedures (DRGN-3759).
System attributes can now be written using the Write Long Characteristic Values or Reliable Writes procedures (DRGN-3493).
Fixed an issue where the SoftDevice would assert if the peer canceled the Write Long Characteristic Values and Reliable Writes
procedures (DRGN-3492).

Changes

SoftDevice
API facing event structures and functions now consistenly use  in their names (DRGN-2232).evt
The API now requires the application forwarding address (FORT-822).sd_softdevice_forward_to_application() 
SVC numbers changed (DRGN-3147, FORT-798, FORT-836).

Link Layer
The Link Layer Version Parameter, , has been updated as a result of Bluetooth spec 4.1 qualification (DRGN-3956).VersNr

BLE
 now checks whether the UUID was previously added and therefore redundant (NRFFOETT-359,sd_ble_uuid_vs_add()

DRGN-2881).
Fixed inconsistent use of ,  and  in API documentation. Also fixed inconsistent use of  keyword in[in] [out] [in/out] const
API (DRGN-3440).

GAP
sd_ble_gap_scan_start() and  will no longer return . No application retriessd_ble_gap_connect() NRF_ERROR_BUSY
are necessary anymore (DRGN-2997, DRGN-3831, DRGN-3309).



sd_ble_gap_device_name_get() now returns the full length of the name if the name is longer than the buffer provided
(DRGN-3009, DRGN-3133).
The GAP device name permissions can now be set to writable regardless of name length (DRGN-3551).

The peer address field has been removed from the  event (DRGN-2638).BLE_GAP_EVT_DISCONNECTED
Security: Passkey missing responses during pairing using   in BLE_GAP_AUTH_KEY_TYPE_NONE sd_ble_gap_auth_key_rep

 are now fully supported (DRGN-2540, NRFFOETT-290).ly()
Documentation of  and  in  clarified (NRFFOETT-451,min_conn_interval max_conn_interval ble_gap_conn_params_t
DRGN-1040).
The maximum slave latency,   has been adjusted to 499 according to the 4.1 specificationBLE_GAP_CP_SLAVE_LATENCY_MAX
(DRGN-2392).
The connection supervision timeout in  is now subject to the following 4.1 specification constraint:ble_gap_conn_params_t

(conn_sup_timeout * 4) > ((1 + slave_latency) * max_conn_interval) (DRGN-2392).

Reason codes for  documented (NRFFOETT-526, DRGN-3235).sd_ble_gap_disconnect()
The default value for the Appearance Characteristic is set to  (DRGN-3741).0x0000
Removed Peripheral Preferred Connection Parameters characteristic (DRGN-3636).
Security:  event now comes before  event for both pairingBLE_GAP_EVT_CONN_SEC_UPDATE BLE_GAP_EVT_AUTH_STATUS
and bonding procedures (DRGN-3881).

GATTS
sd_ble_gatts_value_get() now returns the full length of the value if the value is longer than the buffer provided
(DRGN-3009).
Hardened  against malformed or corrupted system attribute data (DRGN-4065).sd_ble_gatt_sys_attr_set()

GATTC

GATTC events now include the handle from the error response when applicable (DRGN-1966). 

New functionality

SoftDevice
Asynchronous flash memory write and erase support added to the SoftDevice interface. This interface can be safely used during
active BLE connections and is available even when the SoftDevice is disabled (FORT-788, FORT-836).
Faster SoftDevice enable when using RCOSC and 32k Clock source (DRGN-2390, FORT-792).
SoftDevice is now unprotected unless  in  is set (FORT-791).CLENR0 UICR
Added temperature based RC oscillator calibration (FORT-827, FORT-790).

BLE
New  and  API calls introduced for configuring optional stack parameterssd_ble_opt_set() sd_ble_opt_get()
(DRGN-3970).

Link Layer
Feature Exchange Link Layer Control Procedure fully supported (DRGN-3145).

GAP
Concurrent master initiated connection parameter update and encryption procedures for multiple connections are now queued by
the SoftDevice (DRGN-3762, DRGN-3830, DRGN-3603, DRGN-3573, DRGN-3355). 
The connection channel map can now be set by the application (DRGN-3838, DRGN-4299, NRFFOETT-811).
Security: MITM protection is now supported (DRGN-2839).
Security: Whitelisting based on IRK is now supported (DRGN-2919).

GATTC
S NRFFOETT-606 .upport for the Write Long Characteristic Values and Descriptors procedures (DRGN-3499,  )
S NRFFOETT-606upport for the Reliable Writes procedure (DRGN-3499,  ).

GATTS
The GATT server is now capable of operating on multiple connections concurrently. Each connection now has its own system
attributes (DRGN-3720, DRGN-3252, DRGN-3004, DRGN-2649).

Limitations

SoftDevice
If Radio Notifications are enabled, flash write and flash erase operations initiated through the SoftDevice API will be notified to
the application as Radio Events (FORT-809).
Synthesized low frequency clock source is not tested or intended for use with BLE stack.

DCDC converter operation controlled by the SoftDevice may interfere with radio function.  As a result,  nrf_power_dcdc_mode
should not be modified by the application.  The mode must not be set to  or NRF_POWER_DCDC_MODE_AUTOMATIC NRF_POWER_

 at any time (DRGN-2420).DCDC_MODE_ON

http://projecttools.nordicsemi.no/jira/browse/NRFFOETT-606


BLE
All BLE layers (GAP, GATTC and GATTS) are restricted to queuing no more than  system Tx packet and   application Txone one
packet . Because of this limitation, any API calls that require a system packet to be sent out may return per link NRF_ERROR_BU

 to the application. Since the SoftDevice does not inform the application when the system packet is again available, theSY
application must simply retry (potentially with a timer) until the call succeeds (DRGN-4213).

GAP
Security and connection parameter update procedures may time out locally or on the peer if multiple procedures have been
started at the same time. This is due to the sequential execution nature of control procedures in the S120 SoftDevice and the fact
that they can take a significant number of connection events to complete. With high connection intervals the amount of time
required to perform those procedures approaches the timeout values set by the specification (DRGN-3597).
Security: A peripheral's Security Request can only be responded to by initiating pairing or ignoring the request (DRGN-3954).

GATTS
To conform to the Bluetooth specification there shall not be a secondary service that is not referenced somehow by a primary
service. The SoftDevice does not enforce this (DRGN-906, DRGN-2695).

Known Issues

GAP
Using the   constant when scanning ( ) or connecting (BLE_GAP_SCAN_INTERVAL_MIN sd_ble_gap_scan_start() sd_ble_g

) will prevent the SoftDevice from performing any scanning and therefore receiving any advertising reports. Use ap_connect()
 or higher instead BLE_GAP_SCAN_INTERVAL_MIN+1 (DRGN-4050).

SoftDevice
ECB and CCM_AAR interrupts are not forwarded when SoftDevice is disabled. The ECB SoC API can be used, but the event
has to be polled by the application to know when the result is ready. (DRGN-4241)

Master Boot Record
SD_MBR_COMMAND_COPY_BL will not work when CLENR0 in UICR is set so that the Bootloader is in CodeRegion1.

s120_nrf51822_0.8.0-3.alpha
This S120 SoftDevice release adds multilink support, allowing the S120 to be connected to up to eight peripheral devices simultaneously.  The
SoftDevice implements a complete GAP Central, GAP Observer, GATT Client and a limited GATT Server API, and supports Just Works pairing. 
The S120 complements the S110 SoftDevice for development of end-to-end BLE applications.

The S120 API is subject to change in future releases but is suitable for application prototyping.  Peripheral and Broadcaster specific APIs are
published in this release, but are not supported and may remain so beyond the first production release of the S120.

In this release, example applications are added.  For later releases, these will be moved to the nRF51 SDK and no longer distributed with the
SoftDevice.

Bugfixes

LL

Corrected a SoftDevice malfunction when connecting shortly after scanning (DRGN-3490).
Cancelling a connection no longer causes the Link Layer to malfunction (DRGN-2998, DRGN-2859).
Stray advertising reports now eliminated (DRGN-2892).

GAP
Address whitelisting is now fully functional (DRGN-2891, DRGN-2712).
The peer address field is now correctly set on the disconnected event (DRGN-2637).
Security: DIV collisions are no longer possible (DRGN-2688).
Security: SMP Feature Exchange no longer causes the stack to malfunction (DRGN-3114).

Security: Incoming PDUs with an idle application no longer cause the SoftDevice to malfunction (DRGN-3005).
Security: Unexpected peer disconnection can no longer cause the SoftDevice to malfunction (DRGN-2878).

GATTC
Triggering transactions repeatedly no longer causes the GATT client to fail (DRGN-3467).
Fixed an issue where an initialization failure could trigger stack malfunction (DRGN-3081).



Changes

SoftDevice
SoftDevice memory requirements have been changed from the previous release (DRGN-3042, DRGN-3563):

96kB of flash memory
10kB of RAM
1.5kB call stack memory

Link Layer

CPU Suspend limited to connection only, suspend removed from the scanner (DRGN-3550,
DRGN-3460).  The CPU will not be available to the application during connection events but shall be
during scanning events.

GAP
A timeout can now be set when initiating a connection (DRGN-3051).

Memory has been optimized and streamlined to allow for 8 concurrent connections (DRGN-3156).
SuperVisor Calls applicable to the peripheral role only now return  (DRNRF_ERROR_NOT_SUPPORTED

GN-2889).
Security: Key Generation and Distribution has been redesigned to be more flexible and use less
memory (DRGN-3143, DRGN-2767).
Security: Invalid SMP PDUs no longer generate a Pairing Failed response (DRGN-3352).

New functionality

 

Link Layer
The Link Layer now supports up to 8 simultaneous connections (DRGN-1003, DRGN-2656, DRGN-2658, DRGN-2655,
DRGN-2900, DRGN-2661).

BLE
A new connection manager allows the SoftDevice to handle up to 8 simultaneous connections (DRGN-2903).

GAP
GAP now supports up to 8 simultaneous connections (DRGN-2651, DRGN-2650).
RSSI is now reported during scanning (DRGN-3473).
Support for the Connection Parameter Update procedure as a central device (DRGN-3072).

GATTC
A GATT client supporting up to 8 simultaneous connections is now functional and available to the application (DRGN-2648).

GATTS
A read-only GATT server supporting up to 8 simultaneous connections is now functional and available to the application
(DRGN-3416).

L2CAP
A complete L2CAP data scheduler for concurrent links has been introduced (DRGN-2652, DRGN-3400).
Support for the L2CAP server role has been added to the SoftDevice (DRGN-2654, DRGN-3074).

Limitations

GAP
Attempting to scan just after scanning or just after a connection cancellation may return an NRF_ERROR_BUSY error code. The
application will need to retry until sd_ble_gap_scan_start() returns NRF_SUCCESS (DRGN-2997).
Attempting to connect just after or during scanning or just after a connection cancellation may return an   errorNRF_ERROR_BUSY
code. The application will need to retry until  returns sd_ble_gap_connect() NRF_SUCCESS.
Control Procedures (encryption and connection parameter update) initiated by the application using the corresponding API calls
must be serialized by the application itself, since a single one is currently allowed to execute shared across all links. Failure to do
so may result in an  error code. This applies to the following 2 functions:NRF_ERROR_BUSY

sd_ble_gap_encrypt()
 (update procedures initiated by the central only)sd_ble_gap_conn_param_update()

OOB pairing and Passkey Entry (MITM) are implemented but not verified for this release.  Note: This implies that security mode
1, security level 2 is the only fully verified link security level. Security mode 1, level 3 is therefore available but not verified.
Security mode 2 is not supported.

GATTS



The GATT Server is currently read-only. While the APIs do not prevent the application to add writable attributes (write_perm !
) the stack will not function properly if such attributes are present on the ATT= BLE_GAP_CONN_SEC_MODE_SET_NO_ACCESS

table (DRGN-2649).
Authorization is not currently supported. Attributes can not use the  and  bits in this release (DRGN-2649).rd_auth wr_auth

L2CAP
The following L2CAP API functions are non-functional in this release:

sd_ble_l2cap_cid_register
sd_ble_l2cap_cid_unregister
sd_ble_l2cap_tx

Known Issues

GAP
Security: The stack may malfunction if a security procedure on any link and a connection parameter update on any link (even the
same one) happen to be triggered concurrently (DRGN-3330, DRGN-3355).

 

s120_nrf51822_0.6.0
This release enables SIG approved and proprietary profiles to be implemented in full.  The s120 implements a complete GAP Central, GAP
Observer, GATT Client and GATT Server API, and supports Just Works pairing.  The s120 complements the s110 SoftDevice for development of
end-to-end BLE applications.

The s120 API is subject to change in future releases but is suitable for application prototyping.  Peripheral and Broadcaster APIs are published in
this release, but are not supported and may remain so beyond first production release of the s120.

Bugfixes

Changes

SoftDevice
Lower stack interrupts are extended by a “CPU Suspend” state during radio activity to improve link integrity. This means lower
stack interrupts will block application and upper stack processing during a Radio Event for a time proportional to the number of
packets transferred in the event (DRGN-2320, DRGN-2720)

A new error code ( ) has been added and used when relevant (DRGN-2623) BLE_ERROR_INVALID_ROLE
Better documentation layout and searching (DRGN-2539)
Message Sequence Charts added covering all of the Central functionality

GATT Client
Full GATT Client functionality is now verified (DRGN-2639)

New functionality

GAP
White list implemented for scanner (DRGN-2662)
Security: Pairing and Bonding with no MITM (Just Works) implemented (DRGN-2405)
Security: Encryption reestablishment with stored keys implemented (DRGN-2562)

 GATT Server:
Full GATT Server implemented (DRGN-2807)

Known Issues

  GAP
Peripheral and Broadcaster API functions are currently published, but will cause undefined behavior if called  (DRGN-2889) 
Pairing and bonding with MITM enabled may cause SoftDevice assertions (DRGN-2839)



Using the white list to create connections does not function correctly (DRGN-2891, DRGN-2859)
Triggering a pairing procedure immediately after a previous one has completed during the same connection may cause
SoftDevice assertions (DRGN-2878)

 

 

s120_nrf51822_0.5.0

Bugfixes

(This is the first release, so no known bugs fixed)

Changes

(This is the first release, so no changes)

New functionality

Link Layer
Scanner
Initiator
Master (single link)

SoftDevice
sd_softdevice_enable()

BLE
sd_ble_evt_get()
sd_ble_tx_buffer_count_get()

GAP
Scan

sd_ble_gap_scan_start() (passive scanner)
sd_ble_gap_scan_stop()

Connect
sd_ble_gap_connect()
sd_ble_gap_disconnect()
sd_ble_gap_connect_cancel()

GATTC
sd_ble_gattc_primary_services_discover()
sd_ble_gattc_characteristics_discover()
sd_ble_gattc_write()

L2CAP

The s120 is based upon Nordic Semiconductor's existing Bluetooth Low Energy codebase.  In addition to the functionality above, other
functionality is exposed in the API.  That other functionality may or may not be present or working in the softdevice, but is in any way not
considered a part of the release.  It is recommended to use only the APIs for the functionality listed above.

Known Issues

 Limited testing
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